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HomeWorks 16.0+ Networking Guide

This document will act as a guide for establishing communication with a HomeWorks system and will describe various
ways to overcome the network and computer challenges that you may encounter.

Table of Contents

1.0 Interactive Processor Activation Troubleshooting Workflow . . . . . . . . . . . . . . 2
2.0 Connecting to HomeWorks QSX ProCessors. . . . . . . . . o i i i i e i e e e e e e 3
2.1 Firewall/Routing Requirements. . . . . . . . . . . . L e e e e e e e 4
2.1.1 Required for System Startup and Programming . . . . . . . . . .. L 4
2.1.2 Required for System Runtime. . . . . . . . . . . e e e e e e e 4
2.1.3 Optional Features and Functions . . . . . . . . . . . . L e e e e 4
2.1.4 Mobile App, Internet and Cloud Connectivity Features. . . . . . . . . . . . . . . . . . . . . . . 5
2.2 Activating Processors in Lutron Designer . . . . . . . . . L e e e e e e e 6
2.2.1 Activating Processors in Lutron Designer. . . . . . . . . . e e e e 6
3.0 BestPractices . . . . . . . . e e 8
3.1 Firewalls and Security Programs . . . . . . . . . . L e e e e e e e e 8
3.1.1 Check Inbound Firewall Rules. . . . . . . . . . . . e e e e 8
3.1.2 Allow Lutron Programs through the Firewall . . . . . . . . . . . . . . . 11
3.1.3 Using a Work or Home Network Connectiontothe System . . . . . . . . . . .. .. ... .. .. .. .. ..., 14
3.1.4 Force TCP Software-to-Processor Communication . . . . . . . . . . . . . . it 15
3.1.4.1 Changing to TCP Communicationin HomeWorks . . . . . . . . . . . . . . . 15
3.1.5 Disable Firewall Temporarily. . . . . . . . . . 0 e e e e e e 16
3.1.6 Network Hops with HomeWorks QSX Processors . . . . . . . . . . o 0 i e e e e e e e e e 16
3.2 Using Wi-Fi with Lutron Programming Software . . . . . . . . . . . . . . e e 17
3.3 Multiple Network Adapters . . . . . . . . o e e e e e e e e e e 17
3.4 VPN ConnecCtionNS. . . . . . . . o o e e e e e e e 17
4.0 Troubleshooting. . . . . . . . . L e e e e e 18
4.1 Activation Tab Pop-Up Messages . . . . . . . . . . o e e e e e e e e 18
4.1.1 Unable to Communicate withthe Device . . . . . . . . . . . . e e 18
4.1.2 Processor Heard is Different from the One Selected inthe Project. . . . . . . . . . . . . . .. .. ... ... ..., 18
4.1.3 The Processor is Configured for a Static IP Address but does not have an IP Address Specified. . . . . . .. .. .. 18
4.1.4 The Certificate Used for Establishing Communication with Processor is Missing from your Machine. . . . . . . . .. 19
4.1.5 Cannot Activate the Processor because you Project Contains a Mixture of Processors Using DHCP
and Static IP. . . . . . e 19
4.1.6 Status While Activating a Processor Shows “Not Responding” . . . . . . . . . . . . . . i 19
4.1.7 Unable to Find Processor on Network . . . . . . . . . . . . . e e 20
4.2 Transfer Tab Pop-Up Messages . . . . . . . . . . . e e e e e 20
4.2.1 The Current Subsystem does not Contain any Activated Processors to Allow fora Transfer . . . . . ... ... ... 20
4.2.2 Communication to One or More Processors Failed. . . . . . . . . . . . . . . . . . . e 20
4.2.3 The Following Processors Cannot Communicate with Each Other. If you Continue with Transfer, the System may
not Work as Expected. . . . . . . . . . L e e e e 21
4.2.4 Some Processors Cannot Communicate with Each Other. If you Continue with Transfer, the System may not
Work as Expected. . . . . . . . . . e e e e e e e 21
4.2.5 The Security of the System Network Communication can be Improved, but the Improvement cannot be Applied
Automatically due to Processor Settings . . . . . . . . . . L e e 21
4.2.6 Some Processors are not in the Same Subsystem. Would you like to Continue to Transfer or Cancel the Transfer
and Fix the ISsue?. . . . . . . L L e e 22
4.2.7 Some Processors are not in the Same Subnet. Would you like to Continue to Transfer or Cancel the Transfer and
Fix the ISSue? . . . . . L e e e e 22
4.2.8 To Improve the Security of the System Network Communication . . . . . . . .. .. .. ... ... ... .. .... 22
4.2.9 Unable to Apply Changes because Processors are Configured with a Mixture of DHCP and StaticIP . . . . . . . .. 23
4.2.10 Basic Troubleshooting did not Resolve thelssue. . . . . . . . . . . . . . . . . e 23
4.3 Using a Direct Connection to a Lutron Processor . . . . . . . . . . . e e 24
4.3.1 Direct Connection using Static IP Address . . . . . . . . . . . e e e 25
4.3.2 Direct Connection using Link Local Addressing . . . . . . . . . . . o i e e e 25
4.3.3 Setting a Static IP Address on the Windows Machine . . . . . . . . . . . . . . . . . . .. e 25
4.4 Running Windows OS on Mac (Not Recommended). . . . . . . . . . . . . . . e 28
441 Parallelsand VMware Fusion . . . . . . . . . L L e e e e e e e 28
4.5 GlOSSArYy . . . . i e e e e e 31
4.6 Additional Information . . . . . . L L L e e e e e e 32

LUTRON 1 Customer Assistance — 1.844.LUTRON1



Application Note #760

1.0 Interactive Processor Activation Troubleshooting Workflow

The below roadmap will walk you through common processor activation troubleshooting steps. Click on each step to
learn more.
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2.0 Connecting to HomeWorks QSX Processors

Requirements
1. Windows machine running Lutron Designer software version 16.0 or later
2. HomeWorks QSX processor(s)
3. Wired/Wi-Fi router or network switch to place the processors and PC onto the same network
4. Power over Ethernet supply if a Dual-Radio wireless processor or Clear Connect Gateway—Type X is present

During system commissioning, the Lutron Designer software will first try to make a connection with the processor(s)
through the local area network (LAN). It is typically necessary to perform commissioning using a connection through
a router, either wired or Wi-Fi, due to the number of processors that can be on a single system (up to 16 total). Using
a router helps to minimize changes to settings on the commissioning machine. A wired LAN connection is always
recommended for the highest level of reliability.

Lutron Designer 16.0+ works with HQP7-x processors and gateways. There is no compatibility with HQP6 processors.
Figure 1: PC to Processor(s): Wired or Wi-Fi Connection (Never Ethernet and Wi-Fi at the same time)

PoE Switch or

PoE Inject% PoE

Ethernet

)

1
Wi-Fi or :
Ethernet :

Processor 3

In systems with many processors, switch/router ports can be conserved by daisy-chaining processors off one port. Up
to 4 processors can be wired in this manner. Refer to section 3.1.6 for more information on Ethernet hopping of multiple
processors from a single switch/router port.

Figure 2: PC to Processor(s): Wired or Wi-Fi Connection w/ Daisy-Chaining (Never Ethernet and Wi-Fi at the same time)

Ethernet
Laptop PC )))
o | WiFi
Wi-Fi or | Router
Ethernet :

Note: Processors that are powered via a PoE injector cannot be daisy chained. If a wireless processor is at the end of a
daisy chain, the wireless processor must be preceded by a PoE injector supplying power to it.
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2.0 Connecting to HomeWorks QSX Processors (continued)

2.1 Firewall/Routing Requirements
2.1.1 Required for System Startup and Programming

These ports are used for system startup and database transfer to processors and gateways. After the system has been
started up, these ports may be closed if desired. If changes to the system are needing to be made, these ports will need

to be re-opened to allow upload of programming changes to the system.

Source Destination Port Protocol Description
Windows Machine 224.0.0.251 5353 UDP mDNS is utilized for processor
Running Lutron IPv4 discovery and initial configuration
Designer Multicast
All HomeWorks QSX 224.0.0.251 5353 UDP This is the mDNS discovery response
Processors and Clear IPv4 sent from the processor/gateway back
Connect-Type X Multicast to the HomeWorks QSX configuration
Wireless Gateways software
Windows Machine All HomeWorks QSX 8083 TCP These ports are used to configure
Running Lutron Processors and Type X 8081 IPv4/IPv6 processors
Designer Gateways
Windows Machine All HomeWorks QSX 22 TCP Used for database transfer, support file
Running Lutron Processors and Type X IPv4 generation and diagnostics
Designer Gateways
Windows Machine sqltofb.lutron.com 443 TCP Allows Lutron software to obtain the
Running Lutron Firmwareupdates.lutron.com IPv4/IPv6 latest processor firmware
Designer
Windows Machine All HomeWorks QSX 51023 | TCP Unicast communication between
Running Lutron Processors and Clear IPv4/IPv6 design software and processors
Designer Connect - Type X Wireless

Gateways

2.1.2 Required for System Runtime
These ports are required for system runtime and must remain open for system functionality.

Source Destination Port Protocol Description
All HomeWorks QSX | Multicast Address of the 2056- UDP Used to share events and status of
Processors and Clear | HomeWorks QSX system 3055 IPv4 lights between HomeWorks QSX
Connect - Type X (239.0.38.1 — 239.0.8.xx)2 Multicast processors and gateways. Only
Wireless Gateways needed if system is configured for
inter-processor communication via
multicast
All HomeWorks QSX | All HomeWorks QSX 443 TCP Used to share events and status of
Processors and Clear | Processors and Clear IPv4/IPv6 lights between HomeWorks QSX
Connect - Type X Connect - Type X Wireless processors and gateways
Wireless Gateways Gateways
2.1.3 Optional Features and Functions
Source Destination Port Protocol Description
AV Integration IP Address of 23 TCP For integration systems which utilize
System IP QSE-CI-NWK IPv4 Telnet, an NWK is the only means for
Telnet integration to Athena
AV Integration IP Address of the HomeWorks | 8083 TCP For third-party external integration
System IP QSX Processor 8081 IPv4/IPv6 with a processor via TLS
LUTRON 4 www.lutron.com/support
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2.0 Connecting to HomeWorks QSX Processors (continued)

2.1 Firewall/Routing Requirements (continued)

2.1.4 Mobile App, Internet and Cloud Connectivity Features
These ports are used for various cloud and Internet connectivity functions.

Gateways

Source Destination Port Protocol | Description
Mobile Device on 224.0.0.251 5353 UDP mDNS is utilized for processor discovery
Local Processor IPv4 during setup and system pairing
Network Multicast
Mobile Device on All HomeWorks QSX 8083 TCP Lutron mobile app authentication and
Local Processor Processors and Type-X 8081 IPv4/IPv6 | configuration
Network Gateways
Mobile Device on All HomeWorks QSX 22 TCP SSH is used for support file generation
Local Processor Processors and Type-X IPv4 and diagnostics
Network Gateways
All HomeWorks QSX iot.amazonaws.com 8883 TCP Lutron Cloud connectivity for mobile app
Processors and Type X IPv4/IPv6 | runtime on network other than processor
Gateways network. The destination address can be
dynamic based on region. For example,
it could look like: a32jcyk7azp7b5-ats.
iot.us-east-1.amazonaws.com
All HomeWorks QSX firmwareupdates.lutron.com 443 TCP Used for automatic firmware
Processors and Type X IPv4/IPv6 | upgrades, may resolve to one or more
Gateways s3.amazonaws.com addresses
All HomeWorks QSX device-login.lutron 443 TCP Device registration and secure processor
Processors and Type X IPv4/IPv6 | remote access
Gateways
All HomeWorks QSX 8.8.4.4 ICMP ICMP Processor Internet connectivity check
Processors and Type X | 208.67.220.220
Gateways 209.244.0.3
209.244.0.4
8.8.8.8
208.67.222.222
All HomeWorks QSX Google 80 TCP Processor Internet connectivity check
Processors and Type X IPv4/IPv6
Gateways
All HomeWorks QSX Customer Specified DNS 53 UDP DNS resolution is required for cloud
Processors and Type X | Server IPv4 connectivity and NTP time sync
Gateways
All HomeWorks QSX 0.pool.ntp.org 123 UDP NTP is used for automatic time sync
Processors and Type X | 1.pool.ntp.org IPv4 which allows time-based events to
Gateways 2.pool.ntp.org trigger accurately
3.pool.ntp.org
0.north-america.pool.ntp.org
time.iot.lutron.io
All HomeWorks QSX iot.lutron.io 443 TCP Connectivity for Cloud based
Processors and Type X IPv4/IPv6 | functionality

LUTRON
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2.0 Connecting to HomeWorks QSX Processors (continued)
2.2 Activating Processors in Lutron Designer

Connect the system with the Lutron Designer application to the same LAN as the processor(s) and open the Lutron
Designer software. Navigate to the Activate tab and choose the option Activate > Processors.

activate Processors =

On the right side of the activation screen, a row for each processor in your database design will appear with a link to

activate the processor on the far right. Prior to activation, it is necessary to properly configure all network settings. It is
recommended to configure all processors to use DHCP.

design | program activate processors 4 transfer | diagnostics

Click Stop Discovery” to stop the ongeing processor discovery i

the space Mame ¢  Serial# § MACAddress # DHCP i/ (7) §  IPAddress ¢  SubnetMask  Gateway ©  Status (LANOnly) # | Action §
» Home Proce b Er « Dev 1
3 processor(s) discovered o
Activating processors will send the configuration from the project 1o the processor on the network. This includes netwark information and all other configuration settings.
W Show only unactivated processors in the list below @
Advanced Settings
Select a processor below and chek the activate hnk next to the
comespanding processor on the right Sysbom Number Syvhom Addrase. |

= HomeWorks 1 Link Processor
Serial Number. (40BDDEB
MAC Address: B0f5b5:ad:dbied

(%) System Communication (7)

Address il Port
IP Address: 192.168.1.44 Abdity to add Remote address restricted. Please choose from available options.
Firmware Viersion: 22.08.0%f000
Firmware Status: Nollpdate (%) Available NIC Addresses

Network Status: InternetWorking

Ethernet 3 (192.168.1.131) [+ Fetresh |

2.2.1 Activating Processors in Lutron Designer

Un-activated processors discovered on the network will display on the left side of the Activation screen. Each processor
will display its Lutron device serial number, MAC address, current IP address, current firmware version, firmware status,
and network status. The serial number and MAC address of each processor can be found on the unit label on the front

of the processor. The current IP address for a processor discovered for the first time is one that likely originated from the
DHCP server of the local router. DHCP is the default mode of each processor.

| program activate processors 4

Click "Stop Discovery' to stop the ongoing processor discovery in
the space Mame L) Serial # & MAC Address & DI

!':f.Elr.l E:'l".f.'l.'!-ué’."‘,' ¥ Hame Processor P Encla

. ¥ Home Processor 2 F Enclosure Dewvice 001
3 processor(s) discovered

) Activating processors will send the configuration from the project to the processor on the netweol
o Show only unactivated processors in the list below

@ Advanced Settings
Select a processor below and click the activate link next to the
comesponding processor on the nght @ System Communication @
= HomeWorks 1 Link Processor @! lable NIC Add
Serial Number: 040BDDEB

MAC Address: 80-f5:b5:a4:4b:el
IP Address: 192.168.1.44
Firmware Version: 22 08.05f000
Firmware Status: NoUpdate
Metwork Status: InternetWorking

LUTRON 6
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2.0 Connecting to HomeWorks QSX Processors (continued)
2.2 Activating Processors in Lutron Designer (continued)
2.2.1 Activating Processors in Lutron Designer (continued)

All processors that are on the same network will display on the left side of the Activation screen when the “Show
only unactivated processors in the list below” box is unchecked. If a processor has already been activated to another
HomeWorks system, the software will indicate that the processor is already activated to another project and will not

allow it to be activated again.

design | program activate

Click ‘Stop Discovery” to stop the ongoing processor discavery in
the space

Stop Drscovery

3 processor(s) discovered

[ Show only unactivated processors in the list below

Sebect a processor below and chick the activate link next to the

ran the okt

=/ Already activated in another project
Serial Number: 0398F0FD
MAC Address: blrb1:13:12-82:84
IP Address: 192.168.1.105
Firmvware Version: 22 08 05000
Firmvware Status: Nolpdate
MNetwork Status: InternetWorking

= Alrsady activated in another project

a3

Serial Number

MNetwork Status: InternetWorking

processors n

Hame & Serial® & MAC Address @

Activating processors will send the configuration from the project to the processor on the nety

(*) Advanced Settings

System Number System Address
(%) System Communication (7)

Addres al Part

Ability to add Remote address restricted. Please choose from available options.
(~) Available NIC Addresses

Ethernet 3 (192.1568.1.131)

ST
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3.0 Best Practices
3.1 Firewalls and Security Programs

Often the difficulty of establishing communication between the PC and the processor(s) has to do with a program or
programs that are restricting the Lutron Designer software from sending the necessary communications to the processor.
The PC is using these software features to protect itself and the user from security issues such as viruses. There are two
things that you can do to mitigate connection issues when confronted by these PC features.

3.1.1 Check Inbound Firewall Rules

Depending on the operating system, the process to see the current firewall status and allow programs through the
firewall may be different. The below screenshots were captured using Windows 10. From the Start menu, search for and

open Control Panel. Click on System and Security.

Note: Even with all firewalls disabled, it has been observed that firewall rules can still block Lutron software and cause it

to not operate.

Control Panel

File Edit View Tools Help

Adjust your computer’s settings View by: Category ¥

System and Security @® User Accounts

;s Change account type
Save backup co L L v

Backup and Restore
Find and fix problems

&%  Network and Internet
\ View network status and tasks
Choose homegroup and sharing options

|/ Hardware and Sound
{

i25 Appearance and Personalization
Change the theme

. Clock, Language, and Region
Add a language
Change input methads

Change date, time, o number formats

View devices and printers
ﬁ Add a device Ea§§ of Access
Adjust commonly used mobility settings Let Windows suggest settings

Optimize visual display

Programs

.
['l Uninstall a program
Get programs

5 ~ 4 ED» ControlPanel | ©| | Search Control Panel

Here you can check on the Windows Firewall status or allow programs through the Windows Firewall.
Click Windows Firewall.

Contrel Panel Home

System and Security
MNetwork and Internet
Hardware and Sound
Programs

User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

\W Security and Maintenance

Review your computer's status and resolve issues | 8 Change User Account Control settings

Troubleshoot common computer problems

& Windows Firewall
wer==Fllow an app through Windows Firewall

@ System

View amount of RAM and processor speed | &) Allow remote access | Launch remote assistance

See the name of this computer

Power Options

Chenge battery settings | Change what the power buttons do. | Change when the computer sleeps

This screen will show the status of each of the Windows firewalls on the machine.

In the left pane, click Advanced settings.

B Windows Firewall

Fle Edit View Tools Help
Control Panel Home

Allow 2n app or feature
through Windows Firewall

& Change notification settings

@ Tum Windows Firewall on or
off

) Bosadeials
& Advanced settings
TOUBTEERGGT my network

Seealso
Security and Maintenance

Network and Sharing Center

€ v 2@ Conmolband »

Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Internet or a network,

B ® oo netvvoris Connected
Networks at a workplace that are attached to a domain

Windows Firewall state on

Incoming connections: Black all connections to apps that are not on the list
of allowed apps

Active domain networks: [ intrajutron.com

Notification state: Notify me when Windows Firewall blocks a new app
B @ rivete networks Not connected
B D Guestor public newvorks Not connected

System and Security > Windows Firewall v|®| | Search Control Panel

LUTRON
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3.0 Best Practices (continued)
3.1 Firewalls and Security Programs (continued)
3.1.1 Check Inbound Firewall Rules (continued)

From here more details are given as to the status of each firewall as well as options to manage the firewalls.
In the left pane, click Inbound Rules.

ﬂ Windows Firewall with Advanced Security

Eile Action V¥iew Help

=@ HE

i v m (LZEL T Windows Firewall with Advanced Security on Local Computer
&3 Inbound Rules
P RTEs

5 2 i e Windows Firewall with Advanced Security provides network security for Windows computers
& Connection Security Rules

¥ ':L.‘ Monitoring

Overview

Domain Profile is Active

‘-ﬁ Windows Firewall is on

Q Inbound connections that do not match a rule are blocked
'@' Qutbound connections that do not match a nule are allowed.

All the inbound firewall rules are listed here. HomeWorks Designer software rules are listed with the name "Lutron
Designer". For the version of software that is having trouble communicating, go to the Lutron Designer rows and find
and expand the column names Program to reveal the version number of software to which the rules correspond.

Name Profile  Enabled  Action 0vemd Local Ad
@ Lutron Designer Al Yes Alow  No oprraT files gs 1330 utron.guifi.. Any
@ Lutron Designer Al Yes Alow  No Ci\program files (38)\Iutrof\homeworks qs 13.3.0\utron.gull..  Any
@ Lutron Designer Al Yes Allow  No Ca\program files (@8)\lutrof\homeworks qs 14.0.0\utron.gulli..  Any
@ Lutron Designer Al Yes Alow  No Ci\program files (36 Iutrof\homeworks s 14.0.0\utron.gull..  Any
@ Lutron Designer Al Yes Allow  No C:\program files (<@6)\lutrof\homeworks qs 14.1 0\futron.gulli..  Any
@ Lutron Designer Al Yes Allow  No Ci\program files (B6NIutrog s gs 1410 utron.gull.. Any
@ Lutron Designer Al Yes Allow  No Ca\program files (@8)\lutrof\homeworks qs 143 0\futron.gulli..  Any
 Lutron Designer Al Yes Alow  No CiAprogram files (BN Iutrog\ s gs 143 Mutron.gulli..  Any
@ Lutron Designer Al Yes Alow  No Ci\program files (28)lutrof\homeworks s 8.4 0\tron.gulliv... Any
& Lutron Designer Al Yes Allow  No Caprogram files (86)\utrof\homewarks s 8.40Udtron.gulliv..  Any
@ Lutron Designer Al Yes Alow  No Ca\program files (28] Iutrof\ s g 9.00\tron guliv... Any
€ Lutron Designer Al Ves Alow  No Ci\program files s gulliv.. Any
@ RacioRA2 Al Yes Alow  No Ci\program files (<2 FeTeTE usive..  Any
@ RadioRA2 Al Yes Alow  No Ci\program files ora 2 10, jusive.. Any
G RadioRA2 Al Yes Alow  No Ci\program files (26)\Iutronradiora 2 11, usive..  Any
@ RadioRA? Al Ves Alow  No Ci\program files ora 2 11, Jusive.. Any

Check the following firewall rule settings for the version of software which is having problems:
There should be two rules per version of software (they may not be listed next to each other)
One rule should have the protocol set as UDP

The other rule should have the protocol set as TCP

The rules are enabled

The actions are set to Allow

The profile is set to All

If the rules are completely missing, proceed to Section 3.1.2. If changes to the rules are needed, close the Lutron
software and refer to the steps below.

Name Profile Enabled Action Program Protocol Local Port

@ Lutron Designer | Al Yes Allow | C\program files (x86)\lutron\homeworks gf 13.3.0\jitron.gulli... | UDP Any
@ Lutron Designer | Al Yes Allow | Ci\program files (x86)\lutron\homeworks qf 13.3.0\jitron.gulli... | TCP Any

@ Lutron Designer All Yes Allow Cihprogram files (x86)\lutron\homeworks gs 14.0.0\utron.gulli..  UDP Any

If the rule is not enabled, right-click the rule and click Enable Rule. If any of the other items differ, then right-click the
problem rule and select Properties. The option to change a rule to TCP vs UDP is in the Protocols and Ports tab.

LUTRON 9 Customer Assistance — 1.844.LUTRON1
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3.0 Best Practices (continued)

3.1 Firewalls and Security Programs (continued)
3.1.1 Check Inbound Firewall Rules (continued)

Protocols and ports

S Protocol type: upp =t
Protocol number: =
Local port: All Ports hd

Example: 80, 443, 5000-5010
Remote port: All Ports et

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
{ICMP) settings:

The option to Allow the rule is in the General tab.
Action
~3b (® Mlow the connection

® J
“ & () Mlow the connection if it is secure

() Block the connection

The option to set the profile is under the Advanced tab. To get "All" the profiles (Domain, Private, and Public) must be
selected (checked).

Profiles
; Specify profiles to which this rule applies.
= Dlomain
Private
Public

After saving the changes to the firewall, restart the Lutron software.

LUTRON 10 www.lutron.com/support
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3.0 Best Practices (continued)
3.1 Firewalls and Security Programs (continued)
3.1.2 Allow Lutron Programs through the Firewall

Firewall rules for Lutron software are created during the installation process of the software. In cases where the firewall
dialog is closed, the rule may be missing from the Windows Firewall inbound rules list. This section covers checking the
firewall to make sure the rules are present, and if they are missing, how to add rules to the firewall.

From the Start menu, search for firewall and click Windows Firewall and Advanced Security.

[ o] Filters /'
Best match

ﬁ Windows Firewall with Advanced Security
Desktop app

Documents (2+)

Settings (4)

firewall

In the pane on the left, click Inbound Rules.

@ Windows Firewall with Advanced Security

File Action View Help

= |5 HE
i e Lt Windows Firewall with Advanced Security on Local Computer

* Windows Firewall with Advanced Security provides network security for Windows computers

2‘5. Connection Security Rules
B, Monitoring

Overview

Domain Profile is Active

& Windows Firewall is on

9 Inbound connections that do not match a nule are blocked
‘@' Outbound connections that do not match a rule are allowed.

All the inbound firewall rules are listed here. HomeWorks software rules are listed with the name "Lutron Designer". For
the version of software that is having trouble communicating, go to the Lutron Designer rows and find and expand the
column named Program to reveal the version number of software to which the rules correspond.

LUTRON 11 Customer Assistance — 1.844.LUTRON1
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3.0 Best Practices (continued)
3.1 Firewalls and Security Programs (continued)
3.1.2 Allow Lutron Programs through the Firewall (continued)

In the Program column, check to make sure the version of software you are having issue with appears in the list two
times. The two firewall rules may not be in order.

& Windows Firewall with Advanced Security
File Action View Help
= nm =z B
@ Windows Firewall with Advance
Inbound Rules
&3 Outbound Rules

B Connection Security Rules
% Monitoring

Inbound Rules

Name “Profile  Enabled Action  Program Local Aq
@ Lutron Designer Al Ves Allow  C:\program files (xBgf\lutron\homeworks qs 13.3.0\itron.... Any
@ Lutron Designer Al Yes Allow  C:\program files (xqf\lutron\homeworks qs 13.3.0\itron.... Any
@ Lutron Designer Al Ves Allow  C\program files (xB0]\TEORNOMENOTRE Gt T2 00Utron.... Any

In the event that the firewall rules are missing, click New Rule... in the Actions pane on the right side of the window.

Actions
Inbound Rules -

S Filter by Profile 3

SF  Filter by State 3

¥ Filter by Group 3
View 13

@G| Refresh

|:5h Export List...

Help

Ensure Program is selected and click Next >.

Rule Type

Select the type of firewall e to create.

Steps:

@ Rule Type What type of nule would you ke to create?

@ Program

@ Profle Rule that corttrols comnections for a program.
@ Name O Port

R that controls connections for a TCP or UDP port
O Predefined:
Aldoyn Router
Rule that controls connections for @ Windows experience.

() Custom
Custom ruk.

<Back Next > Cancel
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3.0 Best Practices (continued)

3.1 Firewalls and Security Programs (continued)
3.1.2 Allow Lutron Programs through the Firewall (continued)

Click Browse... and navigate to "C:\Program Files (x86)\Lutron" and select the software you want to create a rule for, and
then click Next >.

Select the file path:

"C:\Program Files (x86)\Lutron\HomeWorks QSX <version number>\Lutron.Gulliver.QuantumRest.exe"

P New Inbound Rule Wizard
Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Ruls Type Does this rule apply to all programs or a specific program?
@ Program
@ Action () All programs
Rule applies to all connections on the computer that match other rule properties.
@ Profile
@ MName
@ This program path:
%ProgremFiles’ (x86}\Lutron\RadioRA 2 12.0.0' usive\Radiof] Browse.. [)
Example: c\path\program sxe

%Program Files % \browser browser exe

<Back Nex> || Cancel

Ensure Allow the connection is selected and click Next >. Ensure Domain, Private, and Public are all selected.
Click Next >

P New Inbound Rule Wizard
Prafile
Specify the profiles for which this rule applies.

Steps:

@ Fuls Type When daes this rule apply?

@ Program

@ Action n

@ Profie Applies when a computeris connectsd to its comorate domain
@ Name 'ag

Applies when a computer is connected to a private network location, such as a home
or work place.

Applies when a computer is connected to a public network location.

<Back Net> || Cancel

For ease of finding this rule in the future, enter a name for the rule which matches the naming convention we use for
other HomeWorks rules. Then click Finish.

e Use "Lutron Designer" when naming a HomeWorks QSX rule.
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3.0 Best Practices (continued)

3.1 Firewalls and Security Programs (continued)
3.1.3 Using a Work or Home Network Connection to the System

One potential source of firewall issues may result from the default configuration of the type of network that the Windows
machine is connected to. Windows machines can be inadvertently set to identify every network as Public, by default.
Public networks will typically have the greatest threat for issues such as viruses and demand the greatest level of
security protection. As a result, the firewall will be in a state where it is most active and may cause interruptions when

connecting to Lutron processors, typically during the first connection to the processors.

The network type can be changed to Work or Home to avoid issues. This can be done by first going to the Network and

Sharing Center in the Control Panel.

Underneath the network name, click on the link that says Public network.

’Egia » Control Panel » Network andInteret » Network and Sharing Center

Control Panel Home - - 3 . 3
View your basic network information and set up connections

Change adapter settings -... = q See full map
Change advanced sh,
i RVAN-PC Nebwark 4 Internet
(This computer)
View your active networks Connect or disconnect
;S; Network 4 Accesstype:  Intemet
Public network Connections: [ Local Area Connection

Change your networking settings
i Setup a new connection or network
=" Set up o wireless, broadband, dial-up, ad hoc, or VPN connection; or set up @ router or access point.
i Connect to a network

Cannect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Windows 10

In the network type window that opens, select either Work or Home for the network type.

- - ==
S—
() &k Set NetworkLocation

Select a location for the ‘Network 4’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

/‘ Home network

\ 'l \u" If all the computers on this network are at your home, and you recognize them,
[l this is a trusted home network. Don't choose this for public places such as

F coffee shops or airports

| ‘ }‘ Work network

G If ol the computers on this network are at your workplace, and you recognize
I them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

U
I F== Public network
Hyou don't recognize all the computers on the network (for example, you're in
U] 2 coffee shop or airport, or you have mobile broadband), this is 2 public
I network and is not trusted.

Treat all future networks that I connect to as public, and don't ask me again.

Help me choose

Find a setting

M system

Bluetooth & devices

Network & internet

Personalization
Apps

< Accounts
Time & language
Gaming

Accessibility

W Privacy & security

Windows 11

CellSpot_5GHz_D768 properties

Connect automatically when in range

LUTRON
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Application Note #760

3.0 Best Practices (continued)
3.1 Firewalls and Security Programs (continued)
3.1.3 Using a Work or Home Network Connection to the System (continued)

Verify that the type of network has changed and proceed with attempting to connect to the Lutron system again.
Changing to Home or Work will enable more through the firewall as the network will be more trusted than Public.

- CelSpot 5GHz_D768 properties
el » Metwork and Internet » Network and Sharing Center = N
en

Connect automatically when in range

View your basic network information and set up connections et

A % 3 ¢ See full map
. LT - Public network (Recommended)
a RYAN-PC Metwork 4 Internet
(This computer)
Wiew your active networks Connect or disconnect
|/‘ Network 4 Accesstype:  Internet

QP> Home network Connections: [ Local Ares Connection

Change your netwerking settings

i Setup a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN cennection; or set up a router or access point.

Windows 10 Windows 11

Random hardware addresses

Note that some PCs may not allow changing this setting if managed by a corporate domain. Contact your corporate IT
administrator for assistance.

3.1.4 Force TCP Software-to-Processor Communication

Firewalls can sometimes block the broadcast and multicast communication between the programming software and the
processor(s). The HomeWorks programming software allows the programmer to force the software to utilize TCP
communication instead of multicast which can also help get around firewall blockage. Note that there may be issues
switching over to the TCP communication mode if the processors have not already been activated via multicast. Please
also note that this will only change the communication method for software-to-processor communication.
Communication between processors will remain multicast.

3.1.4.1 Changing to TCP Communication in HomeWorks
In order to force the HomeWorks QSX software to use TCP communication, first go to the activate tab and select the
option for processors.

I activate processors n I

Proceed to activate the processors to the database. Be sure to uncheck the option for DHCP and set static IP addresses.

Name § Serial# & DHCP[] & IPAddress # Subnet Mask Gateway &

wer Leve

O 192.168.1.201 255.255.255.0 192.1668.1.1

Lower Level * Equipment Room * Process

O 192.168.1.202 255.255.255.0 192166.1.1

Below the table listing the system processors and network setting information are three drop-down menus. Expand the one
titled System Communication. Using the drop-down menu change the selection from Use Multicast Address to one of the
static IP addresses of one of the processors in the system. Click on Save & Apply.

# | System Communication @

Address TSZ1681.201 ¥ Port | 51023 Save & Apply
Use Multicast Address
152.168.1.201

192.168.1.202
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3.0 Best Practices (continued)

3.1 Firewalls and Security Programs (continued)
3.1.5 Disable Firewall Temporarily

If there is a special security program or firewall running on the PC, it may be necessary to disable those features while
programming the Lutron system. Firewalls and security programs protect your PC from threats such as viruses. When a
Lutron system tries to find the processor for the first time on a job, it utilizes a UDP (User Datagram Protocol) Broadcast
to find all processors on the network. Since broadcast commands are not directed at specific devices (all devices on
the network hear the command) security programs can often block this to prevent security breaches if intended devices
answer back, potentially gaining access to your PC through the host software program.

The below images reflect the disabling of one such security program from the system tray. This security program is called
Symantec and by right clicking on the shield, a disable option appears.

[EEEE

Symantec Endpoint Protection

I
= i 11:05 AM
- EH M EBE P PRE .

1/29/2013

Open Symantec Endpoint Protection l

Update Polic 100% .:E:.- L}

In this case, the security program manages the Windows Firewall so disabling the security program subsequently disables
the Windows Firewall. If there is no separate security program, or if the security program is not directly linked to the PC
firewall, it may be necessary to disable the firewall or, at the very least, allow the Lutron programming software through
the firewall.

After the work to the Lutron system has been completed, re-enable your firewall and security programs to ensure that your
PC is protected. Disabling the firewall and security programs should only be used as a quick and temporary solution. Long
term, it would be wise to allow the Lutron software programs through the firewall so that you can be adequately protected
from threats while maintaining the ability to establish communication with the system processors.

3.1.6 Network Hops with HomeWorks QSX Processors

For optimal system performance, no more than five Ethernet hops should exist between any two processors or any
processor and the PC in the HomeWorks system. An Ethernet hop is best described as a connection between two devices
(router, switch, processor, or PC). In the following example, there is only one Ethernet hop between processor 1 and
processor 2, but there are four Ethernet hops between processor 2 and processor 3.

1 I-iop
4 \
PoE Switch or ! H.Op PoE
PoE Injector | _ ! '10'0 ! I]'LOP °
f \ 4 \
Ethernet

Laptop PC ))) l.

Router Processor 1 Processor 2 Processor 3
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3.0 Best Practices (continued)

3.2 Using Wi-Fi with Lutron Programming Software

Utilization of Wi-Fi during certain processes of the Lutron system commissioning process allows for the convenience
of not having to physically wire into the network while on the job site. While using Wi-Fi is convenient, it can also be
problematic for a number of reasons such as inconsistent connectivity and also another layer of security built into the
router which may not allow some products of information to go from your laptop, through the network and to the
processor.

3.3 Multiple Network Adapters

It is recommended that you use a wired LAN connection. When using a wired LAN connection from your PC to the
network and/or processor(s) it is good practice to disable the Wi-Fi Network Adapter on the PC. Having the wireless
adapter enabled while using the local wired connection will often cause issues trying to connect to the Lutron system.
Completely disabling the adapter removes all possibilities for accidental wireless network connections.

&) Network Connections - o X
™ fl » Control Panel » Network and Internet 3 Network Connections v O Search Network Connections 0

File Edit View Tools Advanced Help

QOrganize « Connect To Disable this network device Diagnose this connection > -~ @ o
~ | Cisco AnyConnect Secure Maobility ~ | Ethemet = | USB3GIGV1

A i ion '-!_'-!_ Network cable unplugged ‘»!5 Unidentified netwark
@7 Disabled € @7 Intel(R) Ethernet Connection 1218... @ Linksys USBIGIGV1

VMware Network Adapter Vivnet1 VMware Network Adapter Vinet? - Wi-Fi
K- Disabled A Disabled l.'.,"

= I= _ Mot connected
G VMware Virtual Ethernet Adapter ... @7 VMware Virtual Ethemet Adapter .. | 3¢ M el Dual Band Wireless-AC 72...
‘G Disable

Connect / Disconnect
Status

Diagnose

) Bridge Connections

Create Shortcut

& Delete

% Rename

P rti o
Gitems  1item selected L L) B (=

Once you have completed working with the Lutron system, and wish to restore Wi-Fi capabilities, remember to enable the
Wi-Fi Network Adapter.

3.4 VPN Connections

An open VPN connection used for the purposes of receiving emails, for example, may limit communications between the
PC programming tool and the Lutron system over a local network. When trying to communicate with the Lutron system,
it will be prudent to disconnect from the VPN connection. The image below shows the Disconnect option for the Cisco
AnyConnect VPN connection.

Open AnyConnect |

10:01 AM
271472013
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4.0 Troubleshooting
4.1 Activation Tab Pop-Up Messages

The below tables display all possible error codes that can be encountered when attempting to activate processors on a
network along with potential remedies/solutions.

4.1.1 Unable to Communicate with the Device

Screenshot

LA

= 5 Warning

T

1 Unable to communicate with the device
>}

Remedy/Solution

1. Check that the processor(s) are powered on and connected to the network.
2. Check that the processor(s) are responding. This can be verified by checking that a
processor’s status shows “Good” in the Status column.

4.1.2 Processor Heard is Different from the One Selected in the Project

Screenshot

HomeWorks ClearConnect Type X Gateway cannot be activated as
HomeWarks 1 Link Processor.

oK

Remedy/Solution

1. Lutron Designer will not allow activation to the incorrect processor type. For example, if a
one-link processor is added in the Design tab and Lutron Designer only discovers a Clear
Connect-Type X Gateway on the network, Lutron Designer will not allow you to activate the
one link processor.

2. Verify that the correct processor was added in the Design > Equipment tab.

3. Verify that the correct processor is being selected to activate in the Activate > Processors tab.

4.1.3 The Processor is Configured for a Static IP Address but does not have an IP Address Specified

Screenshot

e The processor is configured for a static IP address but does not

have an |P address specified.

Remedy/Solution

1. Verify that DHCP is disabled in Lutron Designer.
2. Verify that an IP address has been entered into Lutron Designer.

LUTRON
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Application Note #760

4.0 Troubleshooting (continued)
4.1 Activation Tab Pop-Up Messages (continued)

4.1.4 The Certificate Used for Establishing Communication with Processor is Missing from your Machine

Screenshot

Meszing Certifhicates Wamng

The certificate used for establishing communication with processor is missing from your machine.
Fleage cick the below button 1o open the instruction guide for manually nstalling the certificate.

Remedy/Solution 1. Uninstall Lutron Designer from computer.

2. Reinstall Lutron Designer.

3. If the uninstall does not resolve the issue, download the support file by navigating to
Help > Support > Create Support File.

4. Call Lutron Tech Support.

4.1.5 Cannot Activate the Processor because you Project Contains a Mixture of Processors Using DHCP and

Static IP
Screenshot
5,::’5 Information
Cannot activate the processor because your project contains a
mixture of processors using DHCP and static IP. Please update all
processors to use the same IP configuration type, either DHCP or
static IP.
Remedy/Solution For a multi-processor system, processors must all have the same network configuration,
DHCP (preferred) or static IP. During activation, Lutron Designer will not allow you to activate
processors using different network configurations.

4.1.6 Status While Activating a Processor Shows “Not Responding”

Screenshot
Status (LAN Only) g
Mot Responding ®
Remedy/Solution . Check that the processor(s) are powered on and connected to the network.

. él%o;v/eé(%egtion for the software through the firewall or turn off the firewall. See Section

. Turn off any active VPN connections. See Section 3.4.

. If using a wired LAN connection, disconnect from any Wi-Fi networks. Vice versa for when
using Wi-Fi. See Section 3.3.

. For Macs runnin% Parallels or VM, ensure that you are using a bridged network connection.
See Section 4.4.1.

. Re-try Activate > Processors.

o O AW N
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4.0 Troubleshooting (continued)

4.1 Activation Tab Pop-Up Messages (continued)
4.1.7 Unable to Find Processor on Network

Screenshot

Remedy/Solution Check that the processor(s) are powered on and connected to the network.

Allow exception for the software through the firewall or turn off the firewall.
See Sections 3.1.2/3.1.5

Turn off any active VPN connections. See Section 3.4.

1.
2.
3.
4. If usingva wired LAN connection, disconnect from any Wi-Fi networks. Vice versa for when
5 usin i-Fi. See Section 3.3.

6.

For Macs runnin% Parallels or VM, ensure that you are using a bridged network connection.
See Section 4.4.1.

Re-try Activate > Processors.

4.2 Transfer Tab Pop-Up Messages

The below tables display all possible error codes that can be encountered when attempting to transfer to processors on a
network along with potential remedies / solutions.

4.2.1 The Current Subsystem does not Contain any Activated Processors to Allow for a Transfer

Screenshot
The current subsystem does not contain any activated processors
to transfer to.
oK
Remedy/Solution 1. Verify that processors have been added to the database in Design > Equipment
2. Verify that the processors have activated using Activate > Processors

4.2.2 Communication to One or More Processors Failed

Screenshot

Unable ta communicate with any processsrs in the system. Plaags
ensure that the computer and the processon(s) are communicating

and try sgaan.

Remedy/Solution . Check that the processor(s) are powered on and connected to the network.

]

2. Allow exception for the software through the firewall or turn off the firewall. See Section
3.1.2/3.1.5

3. Turn off any active VPN connections. See Section 3.4.

4. If using a wired LAN connection, disconnect from any Wi-Fi networks. Vice versa for when
using Wi-Fi. See Section 3.3.

5. For Macs running Parallels or VM, ensure that you are using a bridged network connection.

See Section 4.4.1.
6. Re-try Activate > Processors.
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4.0 Troubleshooting (continued)

4.2 Transfer Tab Pop

-Up Messages (continued)

4.2.3 The Following Processors Cannot Communicate with Each Other. If you Continue with Transfer, the System

may not Work as Expected

Screenshot

i Some processors cannot communicate with each other, if you

| 2 contnue with transher, the system miny not work as expected.

| .ﬁlmi—r . --. Start Troubleshooting

Remedy/Solution

1. Start troubleshooting to attempt to automatically resolve the issue
2. If the issue cannot be resolved during troubleshooting, the user will be prompted with

another pop-up, see Section 4.2.10 with the root cause for the issue.

4.2.4 Some Processors
Work as Expected

Cannot Communicate with Each Other. If you Continue with Transfer, the System may not

Screenshot

5 :. Recommendation

2 | The secusity of the system network communscation can be

5 improved, but the improwerment cannot be appled sutpmatcally
due B0 the processar wettings
for example, you may have a mixture of processors using static IP
and DHCP
Ltart troubleshooting o update the processor settings or
gontirue with transfer without this improsemsent

m"-' 1 _"Hd Stk Troubleshooting

Remedy/Solution

1. Start troubleshooting to attempt to automatically resolve the issue.
2. If the issue cannot be resolved during troubleshooting, the user will be prompted with

another pop-up, see Section 4.2.10, with the root cause for the issue.

4.2.5 The Security of the System Network Communication can be Improved, but the Improvement cannot be
Applied Automatically due to Processor Settings

Screenshot
E‘“::E Procesend(s) Mol Comemur |||_......._I
2 | The following processors canngt communicate with each other
% Area 008\ Power Panel 001\ Enclosure Device 001 [ 46965633 ) &
Area 006\ Power Panel 001\Enchosure Device 002 ( 46965635)
If you continue with transfer, the system may not work as
dxpctid.
w Start Troubleshoofing
Remedy/Solution 1. Start troubleshooting to attempt to automatically resolve the issue.
2. If the issue cannot be resolved during troubleshooting, the user will be prompted with another
pop-up, see Section 4.2.10, with the root cause for the issue.
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4.0 Troubleshooting (continued)
4.2 Transfer Tab Pop-Up Messages (continued)

4.2.6 Some Processors are not in the Same Subsystem. Would you like to Continue to Transfer or Cancel the
Transfer and Fix the Issue?

Screenshot
Some poceiiods ane nol i The same daulrpstem. Would you ke
= o conlinue bo rander or cancel the tranaler and Fix the Roue
Cowrlirnss with irarmdor m
Remedy/Solution 1. User should cancel the transfer and make sure that all processors are activated within the
same subsystem.
2. Attempt to transfer again.

4.2.7 Some Processors are not in the Same Subnet. Would you like to Continue to Transfer or Cancel the Transfer
and Fix the Issue?

Screenshot
Soemé procesiors afé nod in the same subnet. Would you like 1o
= continue 1o transfer or cancel the transfer and fix the isae
[ Continde whh ransfer | -
Remedy/Solution 1. User should cancel the transfer and make sure that all processors are activated within the
same subnet.
2. Attempt to transfer again.

4.2.8 To Improve the Security of the System Network Communication...

Screenshot
l lo improwe the SeCuity off thee sysbem networ Communitalson, we
bl recommend cancelling then changing the conliguration los al
activated processors to either DHCP or static IP on the “activate™
tab rather than uting a miocure of Both
Remedy/Solution 1. Select Cancel.
2. Return to the Activation tab and ensure that all processors are either using DHCP or static IP.
3. Attempt to transfer again.

LUTRON 22 www.lutron.com/support



Application Note #760

4.0 Troubleshooting (continued)

4.2 Transfer Tab Pop-Up Messages (continued)
4.2.9 Unable to Apply Changes because Processors are Configured with a Mixture of DHCP and Static IP

Screenshot
! Unable to apply changes because procesion are configured with
il 2 miodture of DHCP and static IF. Please update all processors o
urie the same IF confsguralion type. esther DHCF of static 1P,
Remedy/Solution 1. Select Cancel.

2. Return to the Activation tab and ensure that all processors are either using DHCP or static IP.
3. Attempt to transfer again.

4.2.10 Basic Troubleshooting did not Resolve the Issue

Screenshot

Remedy/Solution 1. Deactivate and reactivate processor(s).
2. Note: ALL processors must be deactivated BEFORE any processors are reactivated.

Otherwise, the issue will not be fixed.
3. Attempt to transfer again.
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4.0 Troubleshooting (continued)
4.3 Using a Direct Connection to a Lutron Processor

During the troubleshooting process, it may become important to attempt a direct connection from the Windows
computer to the Lutron processor. This can be useful as the removal of all potential network issues causing components
between the Windows computer and Lutron processor. This helps to narrow down the troubleshooting and get closer to
a root cause by minimizing the scope of the network.

In a direct connection, the only components now on the LAN are the Lutron processor and Windows computer. A direct
connection is not valid for connecting to Clear Connect Gateway-Type X.

Figure 3: PC to HomeWorks QSX Processor: Direct Connection

Ethernet

Laptop PC

Laptop PC

Processor 1

Figure 5: PC to Multiple HomeWorks QSX Processors: Direct Connection

Ethernet

Laptop PC

Processor 1 Processor 2 Processor 3 Processor 4 Processor 5
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4.0 Troubleshooting (continued)
4.3 Using a Direct Connection to a Lutron Processor (continued)
4.3.1 Direct Connection using Static IP Address

Start by configuring a static IP address on Windows by using the Network and Sharing Center. Refer to Section 4.3.3 for
directions on how to set a static IP in Windows.

If a Mac is being used with VM Ware or Parallels software, refer to Section 4.4.1 for information on how to configure both
the Windows and Mac OS for static IP addresses.

Once the computer running the Lutron Designer software is setup with a static IP address, open the programming
software and open the database for the residence.

If the system is a HomeWorks system, proceed to Section 3.1.4.1 to configure a static IP address on the HomeWorks
processor and to then attempt to discover the processor on the network.
4.3.2 Direct Connection using Link Local Addressing

A link local address is an address that the computer and Lutron processor will negotiate after a couple of minutes of a
direct connection once both devices have determined that there is no DHCP server on the network to assign each

device an address. This is an alternative approach to using a static IP and is beneficial for those who may have trouble
configuring their Windows machine with a static IP address.

Connect the Lutron processor to the Windows machine in one of the methods shown in Section 4.3. Wait approximately
2 minutes for the two devices to negotiate the link local addresses upon discovering that there was no DHCP server on
the network.

Proceed to open the Lutron Designer software and attempt to locate the processors using Activate > Processors.

4.3.3 Setting a Static IP Address on the Windows Machine

Setting a static IP address on Windows is done using the Network and Sharing Center which is a subset of the Control
Panel. While the process to get to the Network and Sharing Center varies slightly between Windows 7.8 and 10, the
program itself looks similar. It is recommended to use the search function in Windows to find the Network and Sharing
Center.

From the Network and Sharing Center, click on Change adapter settings.

U\J |:‘= ¢ Control Panel » All Control Panel Items » Network

Control Panel Home < <
Wiew your basic network

Change adapter settings :*

Changg ivanced sharing

settings Q@MYSTICGEEK-PC
(This computer)

View your active networks

|/‘ Network

‘_l §~ Home network
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4.0 Troubleshooting (continued)
4.3 Using a Direct Connection to a Lutron Processor (continued)

4.3.3 Setting a Static IP Address on the Windows Machine (continued)
Right-click on the network adapter being used (Wi-Fi or Local Area Connection) and select Properties.

@U“'&-F » Control Panel » MNetwork and Internet » Metwork

Organize « Disable this network device Diagnose this conne;
= = -
e L
| @7 Intel(R) 82578DC Gigabit Network., G YMware Vir]
| ® Disable |

Status

Diagnose

) Bridge Connections

Create Shortcut
Delete
'{‘;l' Rename

'{iﬂ Properties N
g

Highlight Internet Protocol Version 4 (TCP/IPv4) then click the Properties button.

;E Local Area Connection Properties g

Networking | Sharing

Connect using:

='." Intel(R} 82578DC Gigabit Network Connection

This connection uses the following items:

% Client for Microscft Networks

g\c’Mware Bridge Protocol

4210305 Packet Scheduler

g File and Printer Sharing for Microsaft Networks

=4 Intemet Protocol Version & {TCP/IPvE)

g ieme Frotocal Version 4 (TCP/1Pv4) |

-4 Link-Layer Topology Discovery Mapper 1/0 Driver
-4 Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Cor ) (o ]

.

Now change the IP, Subnet Mask and Default Gateway addresses by selecting the option to Use the following IP address.
Click OK to finish.

Internet Protacol Version 4 (TCP/IPv4) Properties [ B

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

1P address: 192.168. 2 . 4
Subnet mask: 255,255,255, 0
Default gateway: 192.168. 2 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .8

Alternate DNS server: 2.8 % 0
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4.0 Troubleshooting (continued)

4.3 Using a Direct Connection to a Lutron Processor (continued)
4.3.3 Setting a Static IP Address on the Windows Machine (continued)

Close out of the Network Connection Properties screen before the changes go into effect.

I Local Area Connection Properties

i

Networking | Sharing

Connect using:

l;" Intel(R} 82578DC Gigabit Network Connection

This connection uses the following tems

e a Cliert for Microsoft Networks

gVMwar\e Bridge Protocal

U8l 00S Packet Scheduler

gﬁle and Printer Sharing for Microsoft Networks

- Intemet Pratocal Varsion 6 (TCP/IPvE)

& [mtemet Protocol Version 4 (TCP/IPv4)

& Link-Layer Topology Discovery Mapper /0 Driver
=4 Link-Layer Topology Discovery Responder

[ nsal | [ uninstal ] Propert
Description
Allows your computer to access resources on a Microsoft
netwaork

Canc

el
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4.0 Troubleshooting (continued)
4.4 Running Windows OS on Mac (Not Recommended)

Lutron programming software is designed to run on Windows operating systems. In order to run the programming
software on Mac hardware, Windows must be utilized as either a virtual machine (ex. Parallels or Fusion) or by booting
the Mac up using only the Windows software (Bootcamp). Bootcamp setup is the same as setting up a Windows
machine to connect to a Lutron processor. As a result of increased complexity, the following focuses on using virtual
machine connections.

4.4.1 Parallels and VMware Fusion

Parallels and VMware Fusion software for simultaneous or parallel operation of two operating systems: Windows and
Mac OS. From a networking standpoint, the two operating systems each appear as a device on the network when using
a bridged connection. On one side you have the actual Mac hardware running the Mac OS. On the other, you have a
virtual machine emulating the Windows OS. As a result of this setup, initial connection to the Lutron processor(s) requires
a few settings to be implemented to ensure a successful connection. The example below is using a wired connection into
the LAN.

Proper setup can be accomplished in three simple steps. First, go to the Windows OS desktop and set a static IP
address. To do this, first go to Control Panel. Click on Network and Sharing Center. If you do not see this option, change
the View By option to Large or Small Icons.

Adjust your computer's settings S e —
W% Action Center 7% Administrative Tools By AutoPlay

3? Backup and Restore ¥ Color Management @ credential Manager
&y Date and Time & Detautt Programs W Desktop Gadgets
@ vevice Manager it Devices and Printers B oisplay

@ Ease of Aocess Center J° Folder Options A Foms

J Getiing Started @ HomeGroup 53 Indexing Options

P Location and Other
£

) 1nternet Options 5
f ) Sensors

P Mouse

Notification Area Icons

5 o CellSpot_5GHz_ D768 properties
i <« All Contral Panel ems » Network and Sharing Center | ¢3 [l 5earch Control Parel 2 X
- Connect automatically when in range
o System
Control Panel Home . = « 2 . 2 3
View your basic network information and set up connections Bluetooth & devices Network profile type
Change adapter settings [ = &R See full map Network
- 7 o /.! e x 4 Public network (Recommended)
ange advanced sharin ¢
mmgs 9 LUTRON-PC Unidentified network Intemet Personalization
(This computer)
View your active networks Connect or disconnect Apps
ﬁt Unidentified network Accesstype: Mo Intemet access = Accounts
Public network 3 ctice AT
Gaming
Change your networking settings Metered connection

On the Local Area Connection Status window, select the option for Properties.

1 Local Area Connection Status [
General |
Connection
IPv4 Connectivity: Mo Internet access
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 01:40:17
Speed: 1.0 Ghps
Activity
Sent ’Lﬁ! —  Received
o
A
Padkets: 138 4,073,709,551,552
'. 5lProperties , 1%l Disable Diagnose

Close
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4.0 Troubleshooting (continued)

4.4 Running Windows OS on Mac (Not Recommended) (continued)
4.4.1 Parallels and VMware Fusion (continued)

Next, select Internet Protocol Version 4 and click on Properties.

1 Local Area Connection Properties [

Networking

Connect using:

& Intel(R) PRO/1000 MT Network Connection

This connection uses the following ftems

& Parallels Shared Folders

] & Client for Microsaft Networks

¥ B oS Packet Scheduler

=} File and Printer Sharing for Microsaft Networks

¥ -ieirit Frotocol Version 4 (TCR/IPvd)
Oy reeOvery Mapper /0 Driver
¥ . Link-Layer Topology Discovery Respander

Description

Transmission Control Protocal/ntsmet Protocol. The defautt i
wide area network protocol that provides communication
across diverse intercomnected networks

Set up the IP address and subnet mask as a static IP address. Make sure that this address is outside of the DHCP range of
the DHCP server on the LAN router and does not conflict with any other address on the LAN.

Internet Protacol Version 4 (TCP/IPv4) Properties =

General

You can get IP settings assigned automaticall if your network supports
‘this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

5 Ob
p Use the following IP address:

‘ 1P address: 192.168. 1 .209 ’
Nﬁnetmask: [ps5 . 255 .255. 0 /‘
Defoult gateway: :

Obytain DNS server address automatically
®) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[7] validate settings upon exit

Next, go to the Mac OS side and set a static IP address using the Settings menu. This IP address must be different than the
address being used by the Windows OS. This is because there are two machines running on the network (despite the fact
that it is the same Mac hardware). First, go to System Preferences.

System Preferences

Select Network from the System Preferences window.

Internet & Wireless

R (®YO @

MobileMe Network Bluetooth Sharing
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4.0 Troubleshooting (continued)
4.4 Running Windows OS on Mac (Not Recommended) (continued)
4.4.1 Parallels and VMware Fusion (continued)

In the Network setting window, set the IP address for the Mac LAN adapter to a different address than all other network
devices, including the Windows virtual machine, and click on Apply to save the settings.

Status: Connected

-z = Ethernet is currently active and has the IP
@ FireWire address 192.168.1.210.
Not Connected

® 'CA)LYPQH /,,;.g onfigure IPv4: [ Manually

IP Address: | 192.168.1.210)

bnet Mask: 255.255.255.0

The last step is to set the network type to Bridged. To do this in Parallels, go to the Windows Desktop view and go to the
Devices menu in the upper left (you may need to bring your mouse pointer to the upper left corner for the menu task bar
to appear). In the Devices menu, select the Network sub menu, and then select Bridged Network. Select Ethernet as the
bridged network option.

LIS Window  Help

USB
CD/DVD 1

+ Ethernet (Bridged)
Disconnect

Floppy Disk

Sound
i Shared Network

Bridged Network Default Adapter
Host-Only Network v Ethernet

Sharing
Keyboard

YY Y YRAVYY

Configure...

To do this in the VMware Fusion, go to the Windows Desktop view and go to the Virtual Machine menu in the upper left (you
may need to bring your mouse pointer to the upper left corner for the menu bar to appear). In the Virtual Machine menu,
select Network sub menu, and then select Bridged.

Applications Window _Help

Settings HE
Install VMware Tools
Upgrade Virtual Machine

Take Snapshot HT
Re Snapshot  {+3T

Send Ctrl-Alt-Del
Grab Input G

Powered Or
Shut Down Guest
Suspend Guest
Restart Guest

CD/DVD

Floppy
Hard Disk

[Seworc 5 I

Sound Disconnect Network

vv

UsB
NAT
v Bridged
Host-only
Custom Settin:

Network Settings...

Note: If you are not using a wired Ethernet connection, your bridged network selection may not be called Ethernet.
Examples would be a USB to Ethernet converter or using Wi-Fi (Airport).
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4.0 Troubleshooting (continued)

4.5 Glossary

DHCP: Options are Enabled (checked) or Disabled (unchecked)

— Enabled: The processor IP address will be automatically assigned by the DHCP server of the router on the network
e Option 1: Used for simple plug and play networks without integration or app control

e Option 2: Set to DHCP Enabled when a DHCP Reserved address is set on the DHCP server of the router for the
HomeWorks processor(s)

— Disabled: A static IP address will be assigned using the IP address field in the activate processors screen

e Used when integrating the HomeWorks system with a control system or using a Lutron mobile application
for control

¢ Recommended to set the static IP address of each processor above the DHCP range of the router (common
addresses start at 192.168.x.200 and above)

e Each processor must have a unique address

Gateway: A router address used for the transmission of packets outside of the network. Should be on the same subnet
as the devices on the network which will be transmitting the data

IP Address: The unique IP address of the processor on the network, the field will be active for editing on when DHCP is
set to disabled (unchecked)

MAC Address: The unique MAC address for the processor, found on the product label on the front of each processor
Name: Displays the area tree breakdown of each processor

Preferred DNS Server: The preferred or primary domain name system address used for mapping host names to
IP address

#: A number which identifies each processor in the database. Processor #1 takes on the role of the “master processor.”

Secondary DNS Server: An alternate domain name system address used when the preferred or primary one times out
after an unsuccessful connection

Serial Number: The unique Lutron serial number for the processor, found on the product label on the front of
each processor

Subnet Mask: A number screen which the router uses to decide which portions of an address to consider before routing

information within the network

— A common residential LAN subnet mask is 255.255.255.0 which indicates that the first three address octets are the
same for all devices on the network and the fourth octet is the field which is used to identify the unique addresses on
the network

System Address: Multicast address used for inter-processor communication; this address typically remains unchanged

— In scenarios where multiple, independent systems are inside the same building, the network can be setup such that
each system is on its own smaller LAN, incapable of seeing the other systems through the network

— Each system on the same network must have a unique system address.

System Communications: Changes how the software on the commissioning machine communicates with the processors
in the system

— Use Multicast Address: The software will communicate to the processors in the system using multicast traffic
e Compatible with most unmanaged networks

— <IP Address>: The software will communicate to the processor IP address specified in the system using TCP traffic
e Most often used with managed networks which do not support multicast traffic
e This setting only changes software-to-processor communication to TCP. Inter-processor communication will
remain multicast
e This option is only available when DHCP is disabled

Restrict Communications with Processor to Local LAN only (Requires transfer to take effect): A security feature which
disallows all off-network connections system. Mobile app access will not be impacted by this setting.
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4.0 Troubleshooting (continued)
4.6 Additional Information

For more information on setting up a virtual private network, and/or domain name service refer to Application Note #231
(P/N 048231) at www.lutron.com.

For more information on setting up multiple independent systems in the same building, please see Application Note #688
(P/N 048688) at www.lutron.com.

After completing configuration of all the necessary settings for each processor, activate each processor by clicking

on them one by one using the list of un-activated processors on the left side of the screen and then click on the word
Activate on the far right of the screen for each individual processor. The status field should say “Good v'." Be sure to
activate the correct processor to the placeholder in the software. Incorrect processor activation will lead to the inability to
activate devices to the system.
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Lutron, HomeWorks, and Clear Connect are trademarks or registered trademarks of Lutron Electronics Co., Inc. in the US and/or

other countries.

Mac and macOS are trademarks of Apple Inc., registered in the U.S. and other countries.
All other product names, logos, and brands are property of their respective owners.
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