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Networking Best Practices

1.0 Overview

This document will act as a guide for establishing this communication and will describe various ways to
overcome the network and computer challenges that you may encounter. For more information on
networking concepts and the various ways to connect to a Lutron system processor via the network,
refer to the Networking Guide for the Residential System used in the application.

e The RadioRA 2 Networking Guide can be found under Service & Support/Application Notes on
the RadioRA 2 Resource Site (www.lutron.com).

e The HomeWorks QS Networking Guide can be found under Technical
Documentation/HWQS/HWQS App Notes/FAQs on the HomeWorks QS Resource Site
(resi.lutron.com).

1|Page



Table of Contents

1.0 OVEIVIEW ittt ettt ettt e e sttt e st e e s sttt e e s b e e e e s aa b et e e sm e et eee s same e e e s embeeeesamneeessneneesaareeeesannneeesenans 1
2.0 Firewalls and SECUIItY PrOSIams ......cccii oo iiiiiiieee ettt ee e e eecrree e e e e e e et bre e e e e e e e senbraeeeeeeeeennsraaeeaaens 3
2.1 Disable Firewall TEMPOTarily......cccuiie i e e erre e e e e e e s bae e e e abaee e enees 3
2.2 Allow Lutron Programs through the FireWall...........coooiiiiiiiiii i 4
3.0 RUNNING WINAOWS OS ON IMIAC...ccciiiiiiiiiiiiiee ittt e et eeeette e e sstae e e s etteeesssbaeessssnsaeeeenssaeaesssaesennssneesnnsseens 7
3.1 Parallels and VIMIWAre FUSION .......coiiiiiiiiieiiee ettt ettt sttt ee st e s e s e e sareesne e e saneesareas 7
I L Y VoY Vo =T o} =T SRR URPRN 11
5.0 VPN CONNECLIONS ... .eiiieiiiiiie ettt ettt e st e e s e s s r e e s e st e e s aane e e e e s renesenreeeseanreeesannens 11
6.0 Internet Group Management ProtoCol (IGMP).........ooiiiiieiiciiiie et et 12
6.1 How do switches route multicast traffic? ........cccovieriiiiii e 12
6.2 WHhat iS IGIMP SNOOPING?...eiiiciiieecciiie ettt e ettt ettt e e et e e e e tte e e esabaee e ssatataeesebteeessnsasessnssaeesssseeanns 13
6.3 IGMP Snooping and Lutron Residential SyStEMS ...........uviiiieiiiiciiieee e e 13
7.0 Appendix — HWQS System on Network with Snooping Disabled.........ccccccoeeciiiiiieieiicciiieeieeeee s 14
8.0 Appendix —HWQS System on Network with Snooping Enabled ...........ccceovciiieiiciii e, 15

2|Page



2.0 Firewalls and Security Programs

Often times the difficulty of establishing communication between the PC and the processor(s) has to do
with a program or programs that are restricting the Lutron Programming Software from sending the
necessary communications to the processor. The PC is using these software features to protect itself and
the user from security issues such as viruses. There are two things that you can do to mitigate
connection issues when confronted by these PC features.

2.1 Disable Firewall Temporarily

If there is a special security program or firewall running on the PC, it may be necessary to disable those
features while programming the Lutron system. Firewalls and security programs protect your PC from
threats such as viruses. When a Lutron system tries to find the processor for the first time on a job, it
utilizes a UDP (User Datagram Protocol) Broadcast to find all processors on the network. Since broadcast
commands are not directed at specific devices (all devices on the network hear the command) security
programs can often block this to prevent security breaches if unintended devices answer back,
potentially gaining access to your PC through the host software program.

The below images reflect the disabling of one such security program from the system tray. This security
program is called Symantec and by right clicking on the shield, a disable option appears.

||EBA B 3 Symantec Endpoint Protection

G O N0 EHNEOE Y ~E G 11:05 AM

1/29/2013

B
Open Symantec Endpoint Protection

Updat Policy 100% _ {}

In this case, the security program manages the Windows Firewall so disabling the security program
subsequently disables the Windows Firewall. If there is no separate security program, or if the security
program is not directly linked to the PC firewall, it may be necessary to disable the firewall or, at the
very least, allow the Lutron Programming Software through the firewall (see Section 2.2).

After the work to the Lutron system has been completed, re-enable your firewall and security programs
to ensure that your PC is protected. Disabling the firewall and security programs should only be used as
a quick and temporary solution. Long term, it would be wise to allow the Lutron software programs
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through the firewall so that you can be adequately protected from threats while maintaining the ability

to establish communication with the system processors.

2.2 Allow Lutron Programs through the Firewall

Depending on the operating system, the process to see the current firewall status and allow programs
through the firewall may be different. The below screenshots were captured using Windows 7, after
proceeding to the Control Panel from the Start Menu. In Windows 7, go to the System and Security
section of the control panel to access the Windows Firewall settings.

53 » Control Panel » v

4

Adjust your computer's settings

System and Security
Review your computer's status g
Back up your comput System and Security

Find and fix problems View and change anc_! security
nd restore file and

system settings, update your
computer, view RAM and processor
speed, check firewall, and more.

'L;

User Accounts

h he th
Network and Int ange thetheme

View network status g
Choose homegroup 2

Hardware and Sound
View devices and printers
Add a device

Uninstall a program
Get programs

Search Control Panel

) Change account type

ppearance and Personalization

hange desktop background
djust screen resolution

Clock, Language, and Region
Change keyboards or other input methods

Connect to a projector '/ Eas?, of Access )
Adjust commonly used mobility settings A Let F"'"d°‘f’5 5”935“ settings

Optimize visual display
Programs

View by: Category ¥

Here you can check on the Windows Firewall status or allow programs through the Windows Firewall.

Control Panel Home Action Center

e System and Security

@ Change User Account Control settings
Network and Internet

Restore your computer to an iiiliii h(lal

Review your computer's status and resolve issues

Troubleshoot common computer problems

Hardware and Sound

Windows Firewall
Check firewall status

& Allow remote access

Clock, Language, and Region
Ease of Access

J&p Windows Update

Turn automatic updating on or off

Power Options
Change battery settings
Change what the power buttons do

A

Dacleiin And Dactarn

See the name of this computer

Check for updates

Programs Allow a program through Windows Firewall
User Accounts
wr System
Appearapce_and ™ View amount of RAM and processor speed | Check the Windows Experience Index
Personalization

# Device Manager

View installed updates

Require a password when the computer wakes
Change when the computer sleeps
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Viewing the Windows Firewall status, the option to Turn Windows Firewall on or off is available. Use the
link on the left of the window to navigate to these controls. In the case of Symantec, it manages the
Windows Firewall. If this is not the case, you will be able to turn the firewall on or off from this window.
Remember that turning these features off should only be used for a fast and temporary solution to a
connection issue.

i-\er 0 » Control Panel » System and Security » Windows Firewall v l Search Control Panel pe)

Control Panel H . . - ®
o Help protect your computer with Windows Firewall
4 | ® Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
@ Change notification settings B
#) Turn Windows Firewall on or gs are being managed by vendor application Symantec Endpoint Protection
off :
@ R efaults Learn h‘ow you can enable Windows Firewall in your computer
# Advanced settings l [@ Domain networks Connected (v)
Troubleshoot my network >~ —
. [@ Home or work (private) networks Not Connected (v)
. & Public networks Not Connected (¥)

To allow the Lutron Software through the Windows Firewall, simply locate the name of the
programming software on the list of Allowed Programs and Features. Once you find it, ensure that the
check boxes for all network types are checked.

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? r@JChange settings

Allowed programs and features:

Name Domain Home/Work (Private) Public
— y
Q HomeWorks Q54.0.0 - >
1SCST Service ) ) | R
[0 Key Management Service O O o |
Lutron Designer
[O0Media Center Extenders O O O
Microsoft Lync 2010
Microsoft Office Outlook O 0O
Microsoft OneNote O 0
Microsoft SharePoint Workspace O O
[0 Netlogon Service O O o g
Network Discovery | £
Remove

Allow another program...
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Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?
Allowed programs and features:

Name C Domain Home/Work (Private) Public (4 -
Microsoft OneNote v O U
Microsoft SharePoint Workspace O O
[J Netlogon Service O O O
Network Discovery O —~
= ——— = - -
] RadioRA2 —
Remote Assistance 4] v
[J Remote Desktop (] O O
[JRemote Desktop - RemoteFX O O O
[JRemote Event Log Management O 0O O
[J Remote Scheduled Tasks Management O Od Od
[] Remote Service Management | | O B

Remove

Allow another program...

If you do not see the Lutron program on the list, click on Allow another program. This will open another
window with a list of programs. If the program is not on this new list, browse the C:\ directory for the
Lutron programming software Application file.

In most Windows versions, the Lutron Applications are stored in C:\Program Files (x86)\Lutron.

L
|

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Programs:

[Z1 Adobe Captivate 6 (32 Bit) -

s Adobe Captivate Quiz Results Analyzer 6.0 ‘_

s Adobe Captivate Reviewer 6

i Adobe Help

L¢ Adobe LiveCyde Designer ES2
[M&] Adobe Media Encoder cs6

(=77 Aimersoft DRM Media Converter
Bl Articulate Storyiine

€ Audacity 1.3 Beta (Unicode)
@Cisco AnyConnect VPN Client

' Codec Tweak Tool

Pat( C:\Program Files (x86)\Adobe\Adobe Captiva

What are the risks of unblocking a program?
You can choose which network location types to add this program to.

Network location types... | [ add || cancel |
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3.0 Running Windows OS on Mac

Lutron programming software is designed to run on Windows operating systems. In order to run the
programming software on Mac hardware, Windows must be utilized either as a virtual machine (ex.
Parallels or Fusion) or by booting the Mac up using only the Windows software (Bootcamp). Bootcamp
setup is the same as setting up a Windows machine to connect to a Lutron processor. As a result of
increased complexity, the following focuses on using virtual machine connections.

3.1 Parallels and VMware Fusion

Parallels and VMware Fusion software allow for simultaneous or parallel operation of two operating
systems: Windows and Mac OS. From a networking standpoint, the two operating systems each appear
as a device on the network when using a bridged connection. On one side you have the actual Mac
hardware running the Mac OS. On the other, you have a virtual machine emulating the Windows OS. As
a result of this setup, initial connection to the Lutron processor(s) requires a few settings to be
implemented to ensure a successful connection. The example below is using a wired connection into the
LAN.

Proper setup can be accomplished in three simple steps. First, go to the Windows OS desktop and set a
static IP address. To do this, first go to the Control Panel. Click on Network and Sharing Center. If you do
not see this option, change the View By option to Large or Small Icons.

Adjust your computer’s settings View by: Largeicons ¥
W¥ Action Center 7<) Administrative Tools r b AutoPlay
) .
;; Backup and Restore .‘g Color Management @ Credential Manager
Date and Time O Default Programs E.,’ Desktop Gadgets
[ﬁ Device Manager i Devices and Printers '\ Display
@ Ease of Access Center ,' Folder Options A Fonts
.‘ Getting Started Q% HomeGroup S Indexing Options
\«} Internet Options i LocatonancOthey
b/ Sensors
j Mouse ] Notification Area Icons
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In the Network and Sharing Center window, click on Local Area Connection (or sometimes called
Ethernet).

e
/(-\ - L% « All Control Panel tems » Network and Sharing Center v

Control Panel Home s 4 . g :
View your basic network information and set up connections

Change adapter settings !‘L = »® ‘-)“ See full map
. T

sc:;::gi Sdvanced satng LUTRON-PC Unidentified network Internet

(This computer)

View your active networks Connect or disconnect

Access type: No Internet access

é Unidentified network
Public network

Change your networking settings

nnections: ,‘; Lo

On the Local Area Connection Status window, select the option for Properties.

U Local Area Connection Status [
General
Connection
IPv4 Connectivity: No Internet access
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 01:40:17
Speed: 1.0 Gbps

Activity

Sent — L\! —— Received

Packets: 188 | 4,073,709,551,552

Next, select Internet Protocol Version 4 and click on Properties.

U Local Area Connection Properties ﬂ

[ Networking |

Connect using:
s} Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

V] "% Parallels Shared Folders

[V 9% Client for Microsoft Networks

V) 81005 Packet Scheduler

v gﬁle and Printer Sharing for Microsoft Networks

e Intemet Protocol Version 4 (TCP/IPv4)

IC4 Mapper 1/0 Driver
™) .. Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default W
wide area network protocol that provides communication
across diverse interconnected networks.
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Set up the IP address and subnet mask as a Static IP address. Make sure that this address is outside of
the DHCP range of the DHCP server on the LAN router and also does not conflict with any other address
on the LAN.

Internet Protocol Version 4 (TCP/IPvé) Properties 12 [

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Use the following IP address:

IP address: 192.168 . 1 .209
Subnet mask: pss .255.255. 0
Defautgam,

Obtain DNS server address automatically

©) Use the following DNS server addresses: !
Preferred DNS server:

Alternate DNS server: . . . |

] validate settings upon exit
Co (e |

Next, go to the Mac OS side and set a static IP address using the Settings menu. This IP address must be
different than the address being used by the Windows OS. This is because there are two machines
running on the network (despite the fact that it is the same Mac hardware). First, go to System
Preferences.

System Preferences

Select Network from the System Preferences window.

Internet & W

~(e) o m@
Med
MobileMe | etwo! Bluetooth Sharing

In the Network settings window, set the IP address for the Mac LAN adapter to a different address than
all other network devices, including the Windows virtual machine, and click on Apply to save the
settings.

800 Network

'a 23
(<] > J[ showau | Q

Location: [ Automatic Q

Status: Connected

Ethernet is currently active and has the IP
address 192.168.1.210.

FireWire

Not Connected

AirPort
e off

< )))

onfigure IPv4: [ Manually o

IP Address: | 192.168.1.210| |

bnet Mask: 255.255.255.0
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The last step is the set the network type to Bridged. To do this in Parallels, go to the Windows Desktop
view and go to the Devices menu in the upper left (you may need to bring your mouse pointer to the
upper left corner for the menu bar to appear). In the Devices menu, select the Network sub menu, and
then select Bridged Network. Select Ethernet as the bridged network option.

Window Help

USB > Window:
CD/DVD 1 > —
 Ethernet (8
Floppy Disk > Disconnect
sound ¢ Shared Network
Sharing > Bridged Network Default Adapter
Keyboard > Host-Only Network v Ethernet

AirPort
vnicO
vnicl

Configure...

To do this in VMware Fusion, go to the Windows Desktop view and go to the Virtual Machine menu in
the upper left (you may need to bring your mouse pointer to the upper left corner for the menu bar to
appear). In the Virtual Machine menu, select the Network sub menu, and then select Bridged.

A\LIEWETGIIEN Applications  Window  Help

Settings $8E . _ s
Install VMware Tools
pgrade V Machine

Take Snapsho
Sna

Rever

Send Ctrl-Alt-Del
Grab Input 8C

Shut Down Guest
Suspend Guest
Restart Guest

CD/DVD >
Floppy >

Hard Disk >
Network: Connected
Sound > Disconnect Network
usB
NAT
v Bridged

Host-only
Network Settings...

Note: If you are not using a wired Ethernet connection, your bridged network selection may not be
called Ethernet. Examples would be a USB to Ethernet converter or using Wi-Fi (AirPort).
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4.0 Network Adapters

It is recommended that you use a wired LAN connection. When using a wired LAN connection from your
PC to the network and/or processor(s) it is good practice to disable the Wi-Fi Network Adapter on the
PC. Having the wireless adapter enabled while using the local wired connection will often cause issues
when trying to connect to the Lutron system. Completely disabling the adapter removes all possibilities
for accidental wireless network connections.

Change Power Settings of Wireless Radios

Radio Status Click to Change Status

((‘]) 802.11 Wireless Radio On ( 2) Radio Off

0 Bluetooth Radio ® ) Radio On

® ) Turn All Radios Off {3} ) Fn + F5 Settings... X ) Close

Once you have completed working with the Lutron system, and wish to restore Wi-Fi capabilities,
remember to enable the Wi-Fi Network Adapter.

5.0 VPN Connections

An open VPN connection, used for the purposes of receiving emails, for example, may limit
communications between the PC programming tool and the Lutron processor when connecting to the
Lutron system over a local network. When trying to communicate with the Lutron system, it will be
prudent to disconnect from this VPN connection. The image, below, shows the Disconnect option for the
Cisco AnyConnect VPN connection.

Open AnyConnect l

Quit

o . 10:01 AM
E A IS 2/14/2013

Obviously, if you are using a VPN connection to connect to a client’s house (using the wide area network
(WAN) to access the house) for programming purposes, this would not apply. Disconnecting from the
VPN only applies when you are using a local network connection to the Lutron system.
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6.0 Internet Group Management Protocol (IGMP)

Internet Group Management Protocol (IGMP) is an IP networking protocol used to establish multicast
groups. It is part of IPv4 and has an IPv6 counterpart called MLD (Multicast Listener Discovery). There
are three versions of IGMP: v1, v2, and v3. The HomeWorks QS (HWQS) Processor and RadioRA 2 (RA2)
Main Repeater support all three versions.

In a network, multicast communication is used to allow a small group of clients to communicate with
each other. With multicast communication, a single message can be sent to out to all members of a
group at once, as opposed to unicast communication which would require the message to be sent once
for each member. For example, an online movie-on-demand service would use unicast communication.
It sends the movie out to each viewer individually (each viewer requests the movie at different times).
An online video conference can use multicast communication. A single presenter sends out one video to
all of the viewers at once (with all viewers watching at the same time).

An example of multicast in a Lutron system is an operating system (OS) firmware update for a new
revision of the system programming software. Regardless of the number of RA2 Main Repeaters or
HWQS Processors, the firmware update is performed to all processors simultaneously using multicast.
This allows for a more efficient firmware upgrade when compared to legacy systems.

6.1 How do switches route multicast traffic?

While IGMP is used to define network groups, the network switches often have no knowledge of the
location of group members. If the switches do not know what physical ports group members are on then
there is only one way to guarantee that all group members get the message: broadcast the message to
all physical ports. This method works because clients in the group will hear the message and clients not
in the group will process it and then drop it.

The issue with converting multicast traffic to broadcast traffic is the huge overhead on every device
which has to process and drop messages they were never supposed to receive. This will cause
unnecessary network traffic and, if there are other issues in the network, this broadcasted multicast
traffic will compound those issues. Depending on the nature of other network issue, broadcasting
multicast traffic may cause an intermittent loop where traffic is repeated unnecessarily. IGMP Snooping
allows network switches to handle multicast network traffic correctly.
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6.2 What is IGMP Snooping?

IGMP Snooping is a setting on many managed and “smart” network switches. It is used to discover
which physical ports group members reside on. Once the network switch knows the location of group
members, it will only route multicast traffic to those locations. Devices that are not in the group will
never see any of the group messages, significantly decreasing network traffic. This is a great method to
limit total traffic seen by clients without having to set up VLANs. The appendices, in sections 7.0 and 8.0,
portray Lutron processors on networks with Snooping disabled and enabled.

6.3 IGMP Snooping and Lutron Residential Systems

The HomeWorks QS and RadioRA 2 systems relies heavily on multicast traffic to cut back on total
network traffic and provide timely system response. This is only effective when network switches can
properly direct multicast traffic and not broadcast it. If, for instance, a two processor HomeWorks QS
system is conned to a switch with IGMP Snooping enabled, no multicast traffic generated by the
HomeWorks QS processors will ever enter the rest of the network. By the same token the HomeWorks
QS system will not receive multicast traffic from other devices on the network (multi room audio
systems, video conferencing software, etc.).

Regardless of where multicast traffic comes it must not be treated the same as broadcast traffic if at all
possible. Treating multicast traffic properly limits exposure to network issues (including but not limited
to network loops). An example of an issue caused by a network loop would be a command that is
received by the HWQS system multiple times from a 3" party touch screen. A button press heard twice
for a toggle action would temporarily turn the lights on and then subsequently back off when the echo is
sent from the loop.

Limiting these network issues is done by enabling IGMP Snooping on the network switch. Having IGMP
Snooping enabled will ensure that the network operates efficiently and that all devices on the network
can handle the traffic directed at them.
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7.0 Appendix - HWQS System on Network with Snooping Disabled

Source

Router
(w/ Multicast
Enabled)

Switch
(w/o Snooping
Enabled)

Hosts

LUTRON

HQP6-2
HWQS Processor

THOMEWGQRKS. QS
§ I

LUTRON

Multicast Data ~=——p

Data Path
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8.0 Appendix - HWQS System on Network with Snooping Enabled

Source

Router
(w/ Multicast
Enabled)

Switch

(w/ Snooping — |

Enabled)

Hosts

LUTRON

HQP6-2
HWQS Processor

THOMEWGQRKS. QS
§ I

LUTRON

Multicast Data ~=——p

Data Path
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